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For only those children who have met someone offline 
that they first met online, Figure 64 examines the answers 
parents give according to the demographics of their child. 

Figure 64: Parents’ accounts of whether child has met 

online contacts offline (only children who have gone to 
such a meeting)  

 

QP235: [Has your child] gone to a meeting with someone face to 
face that he/she first met on the internet?  

Base: One parent of children who use the internet and who have 
gone on to meet anyone face to face that they first met online. 

 

 For one third of girls (34%) but just a quarter of boys 
(24%), the parent also says that the child has had 
such a meeting. For over half of girls (57%), and two 
thirds of boys (64%), it seems that parents are not 
aware of this. 

 Remembering that very few 9-10 year olds have 

had such a meeting, it is nonetheless noteworthy 

that only one in six (16%) of their parents is aware 

that they have met someone in this way. The 

proportion of parents who are aware of this rises 

with the age of the child to one in three (31%) for 

15-16 year olds. From a safety point of view, this is 
not desirable, for one would surely prefer that parents 
are more, not less, aware of such meetings in the 
case of the youngest children. 

 Interestingly, parents seem less aware of such 
meetings in the case of middle class households 
(22% of parents from high SES homes compared 

with 34% from low SES homes). Recall that middle 
class children are also more likely to go to such 
meetings. 

 

9.3. Perceived harm from 
meeting online contacts 
offline 

Making new contacts online and then arranging to meet 

these people offline is, perhaps, one of the more 

contested activities children may engage in. This may be 

a harmless means of widening a social circle. Or it may be 

a risky or even dangerous means of contacting an 

abusive stranger. 

As before, we prefaced questions about subjective harm 

with the following: 

Face to face meetings with people that you first met on 

the internet may be fine or not fine. In the LAST 12 

MONTHS have you gone to a meeting with someone you 

met in this way that bothered you? For example, made 

you feel uncomfortable, upset, or feel that you shouldn’t 

have been there? 

Their answers to this question are shown in Figure 65. 

 Among all children who use the internet, 8% have 
met an online contact offline, and 1% of children 
report being bothered by this. To put it another way, 
among only those who have been to such a meeting, 
16% were bothered by what happened. 

 Although the youngest group was the least likely to 
have been to meet an online contact offline, they 
were the most likely to have been bothered by what 
happened (44% of those who had been to a 
meeting). 

 Boys and children from lower SES homes were also 
slightly more likely to have been bothered by offline 
meetings when they occurred, though it is higher 
class children who are more likely to go to such 
meetings at all. 

 Of the 1% of children who had been bothered by an 
offline meeting, about half said that they were very or 
fairly upset by what happened, while the other half 
said that they had either been not upset at all or only 
a bit. 
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Figure 65: Child has met online contact offline and 

was bothered by this  

 

QC148: Have you ever gone on to meet anyone face to face that 
you first met on the internet in this way? QC152: In the LAST 12 
MONTHS have you gone to a meeting with someone you met in 
this way that bothered you? 

Base: All children who use the internet. Only those children who 
have gone on to meet new people offline in the past 12 months. 

 

 

 

 

 

 

9.4. Coping with meeting online 
contacts offline 

In all, the EU Kids Online survey identified 1% of the 

entire sample who had not only gone to a meeting offline 

with a contact made online but had also been bothered or 

upset by what happened. This was 241 children, in all. 

Although these children were then asked a series of 

further questions in the interview, the sample size is 

generally too small for detailed graphs to present these 

reliably. The following may be reported, however, as 

indicative. 

 Of this small group, 67% said they met with someone 
about their own age, 8% met with someone younger, 
19% with an older teenager and 8% (10 children in 
all) said they met with an adult (defined as at least 20 
years old). 

 Further, 75% of the 241 children said that the last 
time they went to such a meeting, they told someone 
where they were going, most often someone their 
own age, while 25% said they told no-one. Just over 
half took someone with them to the meeting, nearly 
always someone their own age. 

 Of the 241 children, 28% said that the other person 
said hurtful things to them, 7 children said they had 
been hurt physically, and 10 said the other person did 
something sexual to them; finally, 16 said something 
else bad happened. It is possible that these answers 
come from children who were genuinely hurt. It is 
also possible that this small proportion of children 
were messing around in answering the questionnaire, 
not answering truthfully. This we cannot know. All 
children in the survey were given sources of 
confidential support and advice from national child 
welfare and internet safety providers. 

 Follow up questions were asked as elsewhere in the 
questionnaire, but the sample is too small to note 
their replies in detail here. It can be said, however, 
that after the meeting, 56% talked to someone about 
what had happened, more often a friend than a 
parent. 

 In our further analysis, we can examine whether 
these two groups of children differ in particular ways, 
and also how the variables measured interrelate (for 
example, was it the children who were upset who 
talked to someone about what happened?) 

Thus, of the 19345 children stating whether they had 
contact on the internet with someone they had not met 
face to face, 8% or just over 1500 children had met 
someone new offline that they first meet online in the past 
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12 months. When asked, further, if they had been 
bothered in some way by this meeting, 1% of all children 
said yes they were bothered. 

Although the consequences for these children should be 
carefully considered, and although policy consequences 
may well be judged appropriate, the message for most 
children must surely be that the internet does not result in 
a substantial increase in the likelihood of face to face 
meetings with strangers.  

Any policy considerations should bear in mind that, 
among children who have met someone face to face who 
they first met on the internet, less than one third of their 
parents knew that such a meeting occurred, while nearly 
two thirds said their child had not been to such a meeting. 

 



Risks and safety on the internet: The perspective of European children 

 

 100 

 

 

 



 
 

 101

10. OTHER RISK FACTORS 

Pornography, bullying, sexual messaging and meeting 

new people online have all been explored in some depth 

because there is already a research literature, and an 

array of policy initiatives, on which to build. But there are 

other online experiences that, although identified as 

potentially harmful to children, have attracted little 

research as yet.  

These include exposure to what one might term 

potentially harmful user-generated content (essentially 

harm associated with the content produced not mass 

produced by commercial organisations but rather 

generated through peer-to-peer conduct). Other little 

researched risk factors are associated with the misuse of 

personal data in various ways, these in turn potentially 

enabling ill-intentioned others to access children and/or 

their personal information. 

Although both are increasingly discussed in policy circles, 

the likely incidence of each, as experienced by children, is 

largely unknown. For this reason, we decided to include 

measures for the incidence of these only, but not to follow 

up in terms of resulting harm or patterns of coping. As 

what follows suggests, follow up questions of this kind 

should now be included in future research. 

10.1. Potentially harmful user-
generated content 

One of the unique features of the internet as compared to 

many other media is the potential for almost anyone who 

is connected to the internet to make all kinds of material 

available to a large number of people. The term user-

generated content is used here to emphasise the often 

non-institutional, peer-to-peer nature of such material, 

permitting individuals or small groups to promote values, 

activities or knowledge which may be harmful for children. 

In terms of our risk classification (Table 1), this is a form 

of conduct risk (though it blurs the categories insofar as 

such content may be produced by adults and consumed 

by children). 

As with other experiences of internet use discussed in this 

report it was considered difficult to ask the children 

whether they saw these websites on purpose. It is quite 

possible for children to come across websites of this kind 

when looking for information for example on healthy living. 

 

 

“When somebody says that he/she is 
going to commit suicide”  
 

(Boy, 15, Germany) 
 

 

Due to the sensitive nature of the nature of the websites, 

and given the absence of evidence that young children 

have ever encountered them, only children aged 11 and 

older were asked if they had seen the instances of 

potentially harmful user-generated content shown in Table 

36. The question had the following introduction: 

On some websites, people discuss things that may not be 

good for you. Here are some questions about these kinds 

of things. In the PAST 12 MONTHS, have you seen 

websites where people discuss… 

Table 36 shows that: 

 22% of children aged 11 to 16 years have come 

across websites one or more of the five types of 

websites asked about. There is a marked age 

difference, rising from 13% of 11-12 year olds to 

30% of 15-16 year olds. 

 Children encounter hate messages (12%) and 

anorexic/bulimic sites (11%) more than they do 

self-harm sites (8%) or sites where drug taking is 

discussed (7%) sites. Although a smaller 

percentage, nevertheless it is noteworthy that 

one in twenty encounter suicide sites (5%).67 

 In general, encountering such sites increases with the 
child’s age. Thus while only one in twenty or so 
children aged 9-10 has encountered each type of 
content, one in five (19%) 15-16 year olds has 
encountered hate content, with 15% seeing pro-
anorexic content, 12% self-harm websites, 12% drug-
taking websites, and 6% seeing sites that discuss 
forms of suicide. 
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Table 36: Child has seen potentially harmful user-

generated content on websites in past 12 months  
(age 11+)  

Age 

% 9-10 11-12 13-14 15-16 All 

Hate messages 
that attack certain 
groups or 

individuals 

n.a. 6 12 19 12 

Ways to be very 
thin (such as 

being anorexic or 

bulimic) 

n.a. 6 11 15 11 

Ways of physically 
harming or hurting 

themselves 

n.a. 5 8 12 8 

Talk about or 
share their 

experiences of 

taking drugs 

n.a. 3 6 12 7 

Ways of 

committing suicide 
n.a. 4 5 6 5 

Has seen any 
such material at 

all on websites 

n.a. 13 22 30 22 

QC142: In the past 12 months, have you seen websites where 
people discuss...? 

Base: All children aged 11-16 who use the internet. 

 

Table 37 shows the same group of questions but now 

broken down by both age and gender.  

 Girls, especially those aged 14-16, are much more 

likely than boys to see pro-anorexic or bulimic 

content (20% of girls aged 14-16), while younger 

boys are slightly more likely to encounter hate 

sites. 

 Exposure to content relating to self harm, suicide or 
drug taking is not particularly differentiated by gender. 

 

 

“Bloody movies at YouTube.”  
 

(Girl, 9, Norway) 
 

 

 

 

 

 

 

“Videos by people beaten up or 
harmed” (Boy, 12, UK) 
 

 

Table 37: Child has seen potentially harmful user-

generated content on websites in past 12 months, by 

age and gender (age 11+)  

Age 

% 11-13 years 14-16 years 

 Boys Girls Boys Girls All 

Hate messages 
that attack certain 

groups or 

individuals 

8 5 18 17 12 

Ways to be very 
thin (such as 

being anorexic or 

bulimic) 

5 9 9 20 11 

Ways of physically 
harming or hurting 

themselves 

6 5 11 10 8 

Talk about or 
share their 

experiences of 

taking drugs 

4 4 10 11 7 

Ways of 

committing suicide 
3 4 7 6 5 

Has seen such 
material at all on 

any websites 

14 16 26 32 22 

QC142: In the past 12 months, have you seen websites where 
people discuss...? 

Base: All children aged 11-16 who use the internet. 
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10.2. Personal data misuse 

Who has access to personal data available online, with or 

without the permission or even knowledge of the internet 

user is gaining increasing policy attention. For the most 

part, those who misuse personal data without consent are 

likely to be adults unknown to the user, and thus we have 

classified it as a contact risk (Table 1). 

In the survey, questions on personal data misuse were 

only asked of children aged 11 years and older. The main 

reason for not asking this of the youngest children was 

that they found it difficult to understand generic terms 

such as ‘personal information’ without a rather extensive 

explanation (- we also sought to keep the questionnaire 

shorter for this age group). In line with other experiences 

asked about in the survey the children were asked to 

frame this within the past 12 months and were asked the 

following question: 

In the PAST 12 MONTHS, has any of the following 

happened to you on the internet? 

Table 38 shows that: 

 9% of children aged 11 to 16 years have 

experienced one or more of the three things 

asked about within the frame of personal data 

misuse. The age difference is however much less 

marked than can often be seen in other parts of 

this report, with the numbers rising only from 7% 

of 11-12 year olds to 11% of 15-16 year olds.  

 The most common misuse was someone using 

the child’s password or pretending to be them 

(7%), followed by someone misusing their 

personal information (5%). Despite some mention 

of being cheated in some qualitative studies, this 

only appears to affect a small proportion of 

children (2%).68 

 

 

 

 

 

 

 

 

 

Table 38: Child has experienced misuse of personal 

data in past 12 months (age 11+)  

Age 

% 9-10 11-12 13-14 15-16 All 

Somebody used 
my password to 
access my 

information or to 

pretend to be me 

n.a. 5 8 8 7 

Somebody used 
my personal 

information in a 

way I didn't like 

n.a. 3 5 6 5 

I lost money by 
being cheated on 

the internet 

n.a. 1 2 2 2 

Has experienced 
personal data 

misuse of any kind 

n.a. 7 10 11 9 

QC143: In the past 12 months, has any of the following 
happened to you on the internet? 

Base: All children aged 11-16 who use the internet. 

 

 

“Girlfriends who I thought my friends 
have been awful. They took my 
identity to have my boyfriend”  
 

(Girl, 15, France) 
 

 

Table 39 shows the same group of questions broken 

down both by age and gender:  
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Table 39: Child has experienced misuse of personal 

data in past 12 months, by age and gender (age 11+)  

Age 

% 11-13 years 14-16 years 

 Boys Girls Boys Girls All 

Somebody used 
my password to 

access my 

information or to 

pretend to be me 

5 5 7 10 7 

Somebody used 
my personal 
information in a 

way I didn't like 

4 3 5 7 5 

I lost money by 
being cheated on 

the internet 

1 2 3 2 2 

Has experienced 
personal data 

misuse of any kind 

7 7 10 13 9 

QC143: In the past 12 months, has any of the following 
happened to you on the internet? 

Base: All children aged 11-16 who use the internet. 

 Teenage girls are slightly more likely to have 
experienced misuse of personal data (13%), 
especially stolen passwords and misuse of 
information. 

 

 

“My schoolmate broke into my profile 
on social networking site, wrote 
some vulgar things there, changed 
my password. My parents solved the 
situation.” (Boy, 14, Czech Republic) 
 

 

When designing the EU Kids Online questionnaire, there 

had been few previous surveys to guide us on the two 

issues addressed in this section – potentially harmful 

user-generated content and personal data misuse. The 

first of these has, undoubtedly, gained considerable 

popular attention since the advent of widespread use of 

YouTube and similar peer-to-peer sites. The second has 

often been mentioned when children are themselves 

asked what concerns them online.69 

It is, therefore, interesting to observe that encountering at 

least one of the types of potentially harmful user-

generated content we asked about affects a fair minority 

of children – 22% of the 11-16 year olds. For those policy 

makers specifically concerned with online racism, 

encouragement for drug-taking, anorexia/bulimia, self-

harm or even suicide, these findings would bear closer 

scrutiny. There was not time in the present survey to ask 

children if they had been bothered or upset by such 

content or not, nor about what they did about it. Nor, 

indeed, could we ask children about whether they 

contributed to such content by posting messages of their 

own. Clearly, there are grounds for developing further 

research here. 

As for the findings on personal data misuse, these are 

significant in the context of growing policy interest in 

matters of private and personal data management, both 

for the general public and for children in particular. One in 

eleven children reports one or more types of personal 

data misuse, the most common being someone using 

their password improperly or illicitly. It is not surprising 

that this occurs more among older than younger children 

but the relatively higher incidence among teenage girls 

would bear further investigation.  

 

 

“The internet hackers are bothering, 
also the abusive use of personal 
accounts or the untrue information 
that somebody is spreading for 
someone else.” (Boy, 12, Bulgaria) 
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11. CONCLUSIONS

This report employs a comparative design to reveal: 

(i) children’s experiences of the internet across 

locations and devices; 

(ii) similarities and differences by children’s age, 

gender and SES; 

(iii) a range of risks experienced by children online 

(iv) children’s perception of the subjective harm 

associated with these risks; 

(v) children’s roles as ‘victim’ and as ‘perpetrator’ of 

risks; 

(vi) accounts of risks and safety practices reported 

by children and their parents; 

(vii) data across countries for analysis of national 

similarities and differences. 

These points provide the structure for our conclusions. 

They also provide an opportunity to indicate what further 

analysis will be undertaken in our future reports. 

11.1. Ways of going online are 
diversifying 

Location. What are the implications of diversification in 

children’s place of internet access? The finding that 

most (85%) internet-using children going online at 

home has obvious implications for policy, suggesting 

that in most cases parents are best positioned to 

mediate their children’s internet usage. Clearly, this will 

be managed differently by different parents, in different 

countries and, especially, for different age groups.70 

However, the fact that teenagers especially go online 

at home in the privacy of their own bedroom - albeit 

with national variation - poses specific challenges to 

parents. In households with teenagers, provision of skills 

to parents and children, and the maintenance of a 

constructive dialogue within the family, together with some 

rules to provide guidelines for behaviour, are all crucial if 

parents are to be neither over-protective nor under-

protective. 

Since school is the second most common location at 

which children use the internet (63%), teachers have 

an important role to play when it comes to educating 

children about the safe and responsible use of the 

internet. Only schools have the capability to educate all 

children on this issue, and their resourcing should support 

this crucial role. It must not be forgotten, however, that the 

remaining one third of 9-16 year old users will not be 

reached by such a policy. 

Most children go online in at least one further place, the 

overall average being three locations of use. Little is 

known about whether and how use may change in 

different contexts. In terms of safety policy, therefore, 

there is a wider range of adults whose potential for 

guidance and supervision has been little addressed yet – 

parents of friends, other relatives, librarians, internet café 

managers, and so forth. 

Devices. A key recent and ongoing change is the growth 

in children’s access to the internet via mobile phones or 

other handheld devices. The different conditions under 

which these different devices are used, and how these 

may shape children’s online use and exposure to risk of 

harm, are as yet unknown. What this report makes clear is 

that, although the personal computer is still the most 

common means of accessing the internet, on average 

children in Europe go online using two devices, and a 

substantial minority now uses a portable device of 

one kind or another. As noted earlier, this leaves two 

strategies for policy makers to promote – the contribution 

of educators in teaching children digital literacy and self-

protective skills, and the role of self-regulatory and/or co-

regulatory management of the online technologies and 

services. 

It is beyond the scope of this report to examine children’s 

exposure to risk of harm as a function of the location of 

use or device by which they go online. This will be a key 

feature of our future analysis. 
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11.2. Children are not all the same 
– age, gender and SES 

Age, gender and SES differences are summarised here 

examined only on a pan-European level: in subsequent 

reports, EU Kids Online will consider whether these are 

differentiated by country.  

Age. One of the innovations of the survey is that it 

included children as young as nine, considerably younger 

than many other surveys. Its detailed findings indicate, 

further, that over and again it is the age differences in this 

report that are most striking, showing a considerable 

variation in experience ranging from the 9-10 year olds up 

to the 15-16 year olds surveyed. 

The differences begin with access and use, since for 

younger children use is generally in a public place while 

for older teenagers, use is often private (in their bedroom 

or on a mobile device). Although teenagers go online 

for much longer per day (this tipping over into what 

some acknowledge as being excessive use) younger 

children seem to be going online ever earlier in their 

lives, having first used the internet at seven, whereas the 

oldest group went online only by the age of eleven. 

Nonetheless, the youngest group is notably less 

confident that they know a lot using the internet 

compared with their parents and even among 11-12 

year olds, fewer than half say they have the basic 

skills needed for online safety – on average they report 

having just one of the eight skills we asked about. 

Whether this is the cause or effect of their narrower range 

of online activities is hard to say: certainly teenagers 

engage in a wider array of online activities than younger 

children. Since young children are now going online, it 

seems timely to increase the effort to increase their digital 

literacy – both through education and by encouraging 

more diverse internet use. In this context, the notable 

dissatisfaction of the 9-10 year olds with online provision 

for their age group also invites policy attention. 

Going online early, in advance of adequate skills or online 

provision, may in itself be risky for the youngest children 

we surveyed. Some of their activities online should be 

considered in this context – while it is unsurprising that 

three quarters of teenagers use social networking, it is 

less expected, especially given the degree of under-age 

use this may imply, that one quarter of 9-10 year olds do 

also, especially as these children are no more likely to 

keep their profile private than any other age group. While 

their lack of technical and critical skills may pose risks for 

younger children, for teenagers it is their orientation to 

online communication that may pose risks as much as 

they open up opportunities: as they grow older, children 

become more likely to see the internet as a means to 

‘being oneself’ or talking about private or intimate matters. 

Older teenagers are also more likely to communicate 

online with people they only know online, even though for 

all age groups, most communication is with people also 

known face to face. 

Older teenagers are four times more likely than the 

youngest children to have seen pornography, online 

and offline, and online the sexual images they have 

seen are more explicit. However, among those who 

have seen sexual images online, the younger children 

are more likely to be bothered or upset by this than 

are older teenagers – and they are more likely to be 

upset by online bullying. Interestingly, older children are 

more likely to be bullied on the internet but not face to 

face, where bullying is as common among 9-10 year olds 

as among 15-16 year olds. Teenagers are, however, far 

more likely to say that they have bullied others, on or 

offline. We did not ask the youngest group about 

exchanging sexual messages, a decision that seems 

justified given the finding that very few of those aged 11-

12, the next youngest age group, have seen or received 

such message, this practice being more common (though 

still only for minority), and also more explicit in terms of 

content, among teenagers. Finally, we note that children 

are more likely to encounter potentially harmful user-

generated content (such as hate and suicide sites) and, 

less strongly, personal data misuse as they get older. 

Overall, it may be concluded that older children 

encounter more online risk but are, at the same time, 

better equipped to deal with them. Older teenagers 

should be the focus of safety measures, therefore, 

because their risk of harm is higher in terms of incidence; 

younger children should be the focus of safety measures 

because the potential severity – their subjective 

perception of harm – tends to be greater, and because 

they are less well equipped to manage risks themselves. 

Gender. In the early days of domestic computing, men 

and boys had far greater access than did women and 

girls. In today’s homes, the differences in girls’ and 

boy’s access to the internet are visible but minor. 

Since boys have slightly better access, this may explain 

their slightly greater use of the internet, even sometimes 

using it to excess, and their tendency to claim a few more 
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digital skills than do girls, but, again, these differences are 

minor. 

What girls and boys do online is generally diverse, but 

gender differences are small except that boys play more 

games, both alone and with others. Interestingly, boys 

are a little more likely to value the internet for offering 

an alternative or private mode of communication 

compared with face to face interaction. Whether for 

this reason or because they play more games or, indeed, 

because they are more likely to keep their social network 

profile public, boys are also more likely to communicate 

online with people they do not know offline. 

Overall, girls and boys differ little in their reporting of 

overall experiences online that have bothered them 

personally in some way. However, girls are generally 

more likely to be upset by the risks they do 

experience, and this may explain why they are also a 

little more likely to think that the internet can bother other 

children their age. It might be noted, however, that social 

desirability factors might discourage boys – and, arguably, 

older children – from reporting that they are upset even 

when they are. It seems less likely that a reporting bias 

would work the other way around (i.e. that girls – and 

younger children - would report distress that they do not 

feel). 

However, boys, especially teenagers, are more exposed 

to pornography online, while teenage girls are slightly 

more likely to be bullied online. In relation to other conduct 

and contact risks – exchanging sexual messages, making 

new contacts online and meeting them offline – there are 

few gender differences. Girls are, however, more likely to 

see pro-anorexic or bulimic content and more likely to 

have their personal data misused, while boys are slightly 

more exposed to hate sites. 

Socioeconomic status. Possible SES differences were 

examined throughout this report partly because digital 

dis/advantage tends to mirror social dis/advantage, as 

revealed by previous research on the so-called ‘digital 

divide’.71 They were also examined because SES could 

provide an indicator of risk that could help focus policy 

interventions. One possibility was that greater internet 

access afforded by higher-class homes would enable 

more use and therefore might lead to more risk. An 

alternative possibility was that the greater difficulties and 

pressures faced in lower class homes might leave 

children less well empowered to deal with them. The 

survey findings showed that, as expected, SES makes a 

considerable difference to the quality and range of 

children’s access to the internet, especially at home, in 

their bedroom, and via handheld or mobile devices. In this 

context it is interesting that SES does not shape the 

number of years children have used the internet for, nor 

the time they spend online on an average day, though it 

does affect the likelihood that they will use it daily. 

Children from higher SES homes are more likely to keep 

their SNS profile public, and to have a wider, more diverse 

circle of contacts online, including more people that they 

do not know offline. Does this translate into greater risk? 

Certainly in their overall assessment of things online that 

have bothered them, children differ little by SES. 

However, children from higher SES homes are more likely 

to see online sexual images and to receive more sexual 

messages online, but, repeating a pattern already 

observed in relation to age and gender, subjective harm 

follows a different pattern from that of risk. Thus it is 

children from lower SES homes who are more likely 

to be bothered or upset by online sexual or 

pornographic content. They are also more likely to be 

upset by receiving nasty or hurtful messages online 

and by seeing or receiving sexual messages. 

11.3. Comparing types of risk 

An important feature of the EU Kids Online survey is that 

it encompasses a range of ways in which the internet 

might lead to children encountering risk of harm. In our 

future reports, we will examine the relations between 

these risks, asking whether some children’s online 

experiences are characterised by multiple types of risk or 

whether there are particular relations among risks (e.g. 

being bullied is associated with receiving sexual 

messages). Also important is the question of how risks 

translate into harm for different children – not only 

according to demographic factors but also according to 

factors in their lives that might help protect them or make 

them more vulnerable. 

For this purpose of summarising and comparing findings 

already discussed in this report, Table 40 reviews the 

incidence of risk online by age (since this is the major 

source of differentiation among children) for each of the 

risks included in the EU Kids Online survey. For the exact 

questions asked, see the previous tables and figures. 
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Table 40: Summary of online risk factors shaping 

children’s probability of experiencing harm  

Age 

% 9-10 11-12 13-14 15-16 All 

Seen sexual images on 
websites in past 12 

months 
6 9 17 24 14 

Have been sent nasty or 
hurtful messages on the 
internet in past 12 

months 

3 6 6 7 5 

Seen or received sexual 
messages on the 

internet in past 12 

months 

n.a. 7 14 21 15 

Ever had contact on the 
internet with someone 

not met face to face 

before 

12 19 33 44 29 

Ever gone on to meet 
anyone face to face that 

first met on the internet 

2 4 9 15 8 

Have come across one 
or more types of 

potentially harmful user-

generated content in 

past 12 months 

n.a. 13 22 30 22 

Have experienced one 
or more types of misuse 

of personal data in past 

12 months 

n.a. 7 10 11 9 

Encountered one or 

more of the above 
13 32 49 61 39 

Acted in a nasty or 
hurtful way towards 

others on the internet in 

the past 12 months 

1 2 3 5 3 

Sent or posted a sexual 
message of any kind on 
the internet in the past 

12 months 

n.a. 2 3 5 3 

Done either of these 1 3 5 8 4 

Note: for the exact questions asked of children, see earlier 
sections of this report (indicated in the text next to this table). 

Base: All children who use the internet. 

 

The most common risk of children’s internet use in 

Europe is associated with communicating online with 

someone the child has not met face-to-face before – 

characteristic of 29% of 9-16 year olds (see Figure 58). 

It will be noted that such communication is, also, an 

opportunity, for whether the child is thereby making a new 

friend or being contacted by a stranger is not easy to 

determine in a survey. Thus this finding should be treated 

with caution. 

Almost as common is exposure to one or more of the 

types of potentially harmful user-generated content 

asked about (concerned with hate, pro-anorexia, self-

harm, drug-taking or suicide) – this was experienced 

by 22% of 11-16 year olds (see Table 36). 

Rather less common is children’s exposure to sexual 

images online (14% of 9-16 year olds – see Table 9) or 

to sexual messages (15% of 11-16 year olds – see 

Figure 49). 

Less common still is the misuse of personal data 

(misuse of the child’s password, information or 

money) – 9% of 11-16 year olds (see Table 38). 

This is followed by going to meetings offline with 

people first met online (8% of 9-16 year olds – see 

Figure 58). 

Last, and least common is ‘cyberbullying’ – being 

sent nasty or hurtful messages online is reported by 

5% of 9-16 year olds – see Table 18). 

All risks are increased by age, as also shown in Table 40. 

Thus looking across all the risks asked about in the EU 

Kids Online survey, 13% of 9-10 year olds have 

encountered one or more of these. This percentage rises 

sharply to 32% of 11-12 year olds and rises again to 49% 

for the 13-14 year olds. Among the 15-16 year olds 61% 

report encountering one or more of the risks asked about 

in the survey, the average across all 9-16 year olds being 

39%. 

This list includes risks that may be judged intrinsically 

harmful to a greater or lesser degree (bullying, misuse of 

personal information). It also includes risks that, as shown 

earlier, often do not result in harm (pornography, ‘sexting’, 

new contacts, offline meetings), although on the minority 

of occasions when they do, children are indeed upset. 

It will be recalled that an important part of the framework 

for this project has been to emphasise that risk does not 

necessarily result in harm – rather, risk refers to the 

probability of harm, whether that probability is high or low, 

and to the severity of harm, as judged by the child. 

For the most common risk – communicating online with 

people the child has not met face to face, the survey did 

not include a direct assessment of harm, for the most 

likely harms were already covered by other parts of the 
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survey (i.e. that the contact would result in a harmful 

offline meeting, or that the communication would involve 

sexual or bullying messages). It has not been shown by 

the survey that the quarter of children who communicate 

with new contacts online are significantly at risk. 

For the next most common risk – exposure to potentially 

harmful user-generated content, the survey did not pursue 

the likelihood or severity of any resulting harm. The same 

applies to the incidence of misuse of personal data, and 

both these risks therefore await further research. 

In the case of exposure to online pornography, the survey 

did follow up on the relation between risk and harm, as it 

did for sexual messaging, meetings with contacts made 

online and bullying. The findings can be summarised as 

follows: 

 Of the 9-16 year olds who had been exposed to 

online sexual images, one in three were bothered 

by the experience and, of those, half (i.e. one 

sixth of those exposed to sexual images online) 

were either fairly or very upset by what they saw. 

 Of the 9-16 year olds who had received nasty or 

hurtful messages online, while the survey did not 

ask if they had been bothered by this experience, 

it did find that between half and two thirds had 

been fairly or very upset. 

 Of the 11-16 year olds who had seen or received a 

sexual message online, nearly a quarter had been 

bothered by this, and nearly half (i.e. one eighth 

of those who received such messages) were fairly 

or very upset. 

 Of those 9-16 year olds who had met an online 

contact offline, one in six were bothered by what 

happened and about half of those (i.e. 

approximately 1 in 12 of those who had gone to a 

meeting) said that they were very or fairly upset 

by what happened. 

While Table 40 provides a rank ordering of risk, an 
admittedly simplified rank ordering of harm, then, reveals 
a rather different picture. It seems that being bullied online 
– the least common risk – carries the greatest likelihood of 
harm to the child who experiences it. Sexual risks – 
seeing sexual or pornographic content and receiving 
sexual messages – are more commonly encountered but 
experienced as much less harmful by children, with little 
or no harm reported in the majority of cases. Meeting 
online contacts offline is a risk encountered by very few 
children and, further, is the least likely to result in a 
harmful experience. 

Understanding when and why some risks result in harm 

for some children bears further investigation, as does the 

far more common finding that, first, most children do not 

encounter as many risks online as popularly feared and, 

second, when they do, they appear able to cope with 

them. 

11.4. Children’s roles – victims 
and perpetrators 

Conduct risks are shaped by the peer culture – but for 

policy makers it is difficult to disentangle and intervene in 

the resulting practices that occur among children. If one 

child bullies another, research on bullying needs to 

understand both the circumstances and consequences of 

being bullied and also the act of bullying. The same may 

be said for sending sexual messages, sexual harassment, 

and other forms of peer activity, whether or not this is 

problematic. The perspectives of perpetrator and victim 

may be very different – a bit of fun on the part of one, 

perhaps, and an upsetting incident for the other; or a 

malicious act on the part of one, yet ignored by the other. 

The EU Kids Online survey has found that, overall, 

19% of European 9-16 year olds have been bullied, 

online or offline, and 12% have bullied someone else, 

in the past year. Examining online bullying only, 5% 

have been sent bullying messages while 3% have 

sent such messages. 

A parallel summary may be given for seeing/receiving 

sexual messages versus posting/sending. The survey 

found that, for 11-16 year olds only, 15% have seen or 

received, and 3% have posted or sent a sexual 

message online in the past year. Note, however, that 

while hurtful and nasty messaging is always negative 

(though not always harmful), sexual messaging may 

be for purposes of entertainment or intimacy and so 

not necessarily negative in either intent or effect. 

Each of these practices – bullying and being bullied 

online, sending and receiving sexual messages – 

becomes more common with age. In all, 4% of children 

aged 9-16 have done one or both of these practices (see 

Table 40). It remains for our further reports to examine the 

characteristics of perpetrators and victims more closely. 

Note, in this context, that the categories of perpetrator and 

victim have been treated as distinct in this report. But 

research is increasingly examining the connections 

between them72 – are children who are bullied those who, 
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later, may become bullies? Is sending unwelcome sexual 

messages sometimes retaliation for having received such 

a message? 

In the next stages of our analysis, we will explore the 

relations between the role of victim and perpetrator, 

linking these roles to subjective evaluations of harm and, 

further, to the indicators included in the survey of 

psychological and social vulnerability and/or support. 

11.5. Perspectives on risk – 
children and parents 

It will be recalled that for each child interviewed, we also 

asked questions of one of the child’s parents or carers. In 

the case of a two parent family, the parent who was most 

involved with the child’s internet use was selected. 

Broadly, the survey asked parents three kinds of question 

– first about their family, themselves and their internet 

use, second about their assessment of their child’s 

experience of risk relating to internet use, and third about 

their domestic practices in supporting or protecting their 

child. Analysis of the first and third kinds of question must 

await our further analysis. 

As regards parental views on the risks experienced by 

their children, the results of this survey present a more 

complex picture than found for previous studies, largely 

because those studies generally cannot match a particular 

parent and child. By contrast with past research that has 

found an overall generational gap in perceptions of risk – 

with children reporting much more exposure to online risk 

than do parents, this survey has found that, at the level of 

overall findings (i.e. for ‘all parents’ and ‘all children’), 

perceptions are fairly close. Exceptions have been noted 

throughout, but broadly, parents only underestimate to a 

moderate degree the risks associated with children’s 

online activities, though this varies by country. It may be 

surmised that parents are becoming more aware of the 

experiences their child may have online, even that 

awareness-raising activities are proving successful. 

However, this high level of agreement is largely 

because both parents and children can agree that 

children have not encountered the risks asked about 

in the survey. 

When the focus is just on those children who have 

experienced a particular risk, a different picture 

emerges, showing relatively low levels of parental 

awareness of their children’s experiences and also a 

fair degree of uncertainty on parents’ part. 

Specifically, parents appear less aware when their 

younger children have seen sexual images online 

than for their teenagers, and they also underestimate 

bullying for both the youngest and oldest children. 

Parents are also more likely not to recognise when their 

daughter has seen sexual or pornographic images online, 

which matters because girls report being bothered or 

upset by such images more than do boys (they are also 

more upset by online bullying and ‘sexting’). On the other 

hand, parents are less likely to recognise when their son 

has been bullied online, and when they meet online 

contacts offline. Given the gendered pattern of risk noted 

earlier,, it may be hypothesised that parents are more 

aware of gender normative risks to their child (i.e. that 

boys would see pornography, that girls may bully and may 

be at risk from strangers) than they are aware of the 

reverse. 

In general, in those cases of children who have seen 

pornography or sexual messaging, by contrast with 

their experiences of bullying and meeting online 

contacts offline, parents are particularly likely to say 

they don’t know if this has happened to their child. It 

seems that sexual matters remain difficult for parents 

to discuss with their children. 

Parents from lower SES homes are generally likely to 

underestimate their children’s experiences of harm, and 

they are particularly likely to underestimate harm (from 

pornography) or say they don’t know about it (in the case 

of sexual messaging) in the case of children who have 

encountered these risks. However, parents from higher 

SES homes are less likely to recognise when their child 

has met an online contact offline, something that children 

from higher SES homes are more likely than others to do. 

Since the internet is most used by children at home, Since 

the internet is most used by children at home, one clear 

policy priority is to increase levels of parental awareness 

in the case of those children who do encounter risks 

through their online activities. Directing awareness raising 

activities to fill the gaps noted above – to less advantaged 

parents, to parents of younger children, to raise 

awareness of risks that don’t fit gender expectations – 

should therefore be high on the policy agenda.  

Just what parents could and should do once they are 

aware of the risks that face child internet users is a further 

matter. The EU Kids Online survey included a series of 
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matched question asked of both children and one of their 

parents regarding parental mediation practices. What, if 

anything, do parents do to support, guide or protect their 

children as they go online? Do children give a similar 

account of their parents’ activities or, instead, do they 

benefit from the support and guidance of teachers, 

parents or others? 

In the full version of this report, to be published in 

November 2010, these findings will be included. In 

subsequent reports, we will then pursue the relations 

between parental mediation and children’s experiences of 

risk and harm. The tendency observed in this report for 

children in most countries to use the internet more 

frequently and, most likely, in different ways from their 

parents complicates parents’ task in this regard. 

More positively, in a further contrast with some 

previous surveys, a fair proportion of those children 

who have been bothered or upset by something that 

happened on the internet say they did discuss this 

with a parent – 45% of those bothered by bullying 

online, 41% of those bothered by an offline meeting 

with an online contact, 54% of those bothered by 

unwanted sexual messages, and 18% of those 

bothered by online sexual images. The rank order of 

these findings suggests that the sexual nature of some 

online risks particularly impedes constructive parent/child 

discussion of how to avoid, cope with or otherwise 

manage these risks of harm. 

11.6. Comparing countries 

Throughout this report we have compared findings for the 

countries included in the survey – the 23 countries for 

which fieldwork is completed or nearly completed (see 

Annex 3). As noted earlier, in the full version of this report 

to be published in November 2010, findings for all 25 

countries will be included. In the months following, one EU 

Kids Online work package will be devoted to seeking 

meaningful patterns that compare findings across 

countries, so as to interpret the often considerable 

variation observed throughout the present report. In 

addition to seeking meaningful patterns, we will also 

consider how best to explain these patterns. To that end, 

a series of external indicators relevant to children’s use of 

the internet will be brought into the analysis. As shown in 

Figure 4, these include cross-national variation in socio-

economic stratification, regulatory framework, 

technological infrastructure, education system and cultural 

values. 

It is, therefore, beyond the scope of this report to interpret 

the variations observed in the foregoing tables and 

figures. However, in this section we can bring together the 

observed variation in a series of scatter plots that provide 

a visual summary of the findings regarding country 

comparisons. 

Having reviewed the findings of some 400 studies 

conducted in Europe over the past decade, most of them 

focused on teenagers, EU Kids Online had proposed a 

country classification that crossed the proportion of child 

internet users in a country with the observed incidence of 

risk associated with that online use.73 We had observed a 

broad correlation, on a country level, between the 

proportion of internet users and the incidence of risk – 

defined as the percentage of children who had 

encountered online pornography, bullying, harassment, 

contacts that resulted in offline meetings, and so forth. 

Note that this review had included no measures of actual 

harm, these being largely unavailable. 

In addition to the implication that, as more children go 

online, the risk of harm will also rise, we had also noted 

that children in some countries encounter more risks 

because internet use is so embedded in their culture 

(labelled ‘high use, high risk) while children in other 

countries encounter more risks because the internet is so 

new that it has reached children in advance of an 

infrastructure of safety practices and regulation (labelled 

‘new use, new risk’). Further, we noted that for an 

equivalent degree of use, children in some countries 

encountered more risks than in others. 

A similar set of conclusions may be tentatively drawn from 

the present findings. Since the present survey included 

only internet-using children, the measure of use employed 

here is the percentage of children who use the internet 

every day. In Figure 66 countries are plotted according 

both to the percentage of internet-using children in that 

country. The second variable by which countries are 

compared is the percentage of children in each country 

who have encountered one or more of the seven online 

risk factors listed in Table 40.74 It must be borne in mind 

that the risks thereby referred to may be larger or, often, 

very small in terms of the associated probability of harm. 

The horizontal line shows the average percentage of 

children in all countries that have experienced one or 



Risks and safety on the internet: The perspective of European children  

 

 

 112 

more of the risk factors. The vertical line shows the 

average percentage of children in all countries that use 

the internet on a daily basis. 

The overall finding is that the more children in a 

country use the internet daily, the more children in 

that country have encountered one or more of the 

risks. The same is true on the individual level, that 

children who use the internet on a daily basis are 

more likely than those who do not to have 

experienced one or more of the risk factors.75 

Figure 66: Children who have encountered one or 

more online risk factors by children who use the 

internet daily, by country 

 

In sum, more use of the internet seems to go hand in 

hand with a higher likelihood of being exposed to one or 

more of the risk factors. In Estonia, the Czech Republic, 

Sweden and several other countries, frequent use is 

associated with relatively high incidence of risk 

online. The group of countries in the top right of the 

figure may be classified still as a combination of 

‘higher use, higher risk’ and ‘new use, new risk’, 

though which countries fall into these categories differ 

somewhat from that in EU Kids Online’s previous 

classification. This may reflect changing practices of 

internet use among children and/or changing awareness 

and regulatory strategies among industry, government 

and policy makers in those countries. 

A second group of countries may be termed ‘medium use, 

medium risk’, shown towards the left of the vertical line 

(average use) and around or below the horizontal line 

(average risk). Whether these are heading for a future in 

the top right – more risk as use increases – cannot be 

determined and there is, arguably, an opportunity to 

implement policy interventions in advance of further 

embedding of the internet in children’s daily lives. 

The small group of countries characterised by high use, 

medium risk (Belgium, Poland and the UK) are intriguing, 

and will form the subject of our further investigation, as 

will the tendency of Austria, German and France to 

experience more risk than other countries (below them in 

the figure) where children use the internet to a similar 

degree. Finally, it should be noted that Turkey is an outlier 

in this figure – far lower than other countries included in 

the survey in terms of both risk and use.  

We have been at pains to observe, in the framing of the 

EU Kids Online project, that there is no simple solution to 

children’s exposure to risk of harm on the internet. This 

framing is substantially supported by the finding, 

hypothesised from the outset, that many encounters 

with risk factors of one kind or another do not, for 

most children, result in a substantial increase in their 

experience of actual harm. The risk of harm is, 

according to present findings, relatively small, though 

this is not to diminish the distress of the minority who 

experiences harm associated with internet use. 

The distinction between risk and harm is illustrated in 

Figure 67. Although overall levels of harm reported by 

children are substantially lower than the levels of risk 

(which, in turn, characterise a minority of children), 

the correlation between the two is positive.76 Thus the 

bottom right segment shows countries where both risk 

and harm are below the country average. The top right 

segment shows countries where both risk and harm are 

above the country average. What is interesting is the 

patterning of countries beyond this broad trend. 

In Finland, Austria and Bulgaria, it appears that reports of 

harm (i.e. being bothered or upset by something on the 

internet) are distinctively lower than in other countries 

where children report a similar level of risk (compare with 

the Netherlands, Romania and Slovenia). Similarly, in 

Spain, Turkey, Hungary and the UK, children report 

somewhat more harm than other countries where 

exposure to risk is similar (compare with Italy, Portugal, 

France and Germany). 
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Looking at the graph a different way, it seems that a 

similar proportion of children in the Netherlands and 

Sweden have been bothered by something online though 

children in Sweden have been exposed to more risks. Or, 

again, it seems that children in Denmark are more 

bothered by risks they encounter than, say, children in the 

Czech Republic: is this because they experience more 

subjective harm, or because they are more used to 

expressing their concerns publically? Disentangling why 

these patterns should occur, and identifying the external 

factors that account for this, is a task for our future 

research. 

Figure 67: Children who have encountered one or 

more online risk factors by children who have been 

bothered by something online, by country 

 

As we also emphasised in the framing of the project, risk 

reduction achieved by reducing internet use should not be 

the overarching goal for policy because internet use is 

also associated with many benefits for many children. A 

more nuanced approach to harm reduction must, 

therefore, be sought. 

The positive association between internet use and online 

opportunities – and, ultimately, actual benefits – is shown 

in Figure 68. Using the same measure of use (the 

percentage of children in each country who uses the 

internet daily), we now compare countries in terms of 

online activities. The measure used is the average 

number of online activities undertaken by children in a 

country (out of the 17 as defined in Table 5). 

Figure 68: Average number of online activities by 

children who use the internet daily, by country 

 

Here we see that, for the most part, the more children 

use the internet, the more opportunities they enjoy. A 

similar correlation is also present at the individual 

level.
77 In the top right are shown the countries where 

children make the most of the internet in every sense. 

Just below them in the bottom right segment are countries 

where children use the internet as much but their range of 

activities is a bit narrower. In the top left are countries 

where children do a wider range of activities than one 

might expect given their frequency of use. And in the 

bottom left are those countries where, in educational or 

civic spheres, efforts might be appropriately devoted to 

increasing the range of children’s online activities. In this 

segment, two outliers exist – Turkey, noted earlier to be 

distinctly low in terms of use and, it seems, in terms of the 

range of online activities; and Ireland, where children have 

a narrower range of activities than have children in other 

countries for an equivalent degree of usage. 

So, if more children in a country use the internet daily, this 

is, broadly speaking, associated with both more risk and 

more opportunities. Since beneficial uses of the internet 

will surely develop digital skills and build competence and 

resilience to manage online risks, this poses a conundrum 

to policy makers. 
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To bring the present analysis to a close, Figure 69 plots 

countries in terms of the percentage of children who have 

encountered one or more risks and, additionally, the 

average number of online opportunities enjoyed by 

children in that country.  

Figure 69: Children who have encountered one or 

more online risk factors by average number of online 

activities, by country 

 

More than any particular country groupings, what 

stands out from Figure 69 is the broad positive 

association between risks and opportunities, as 

experienced by children on a country level.78 The more 

of one, the more of the other, it appears – a simple finding 

but one that demands a complex explanation, to be 

pursued in future reports from EU Kids Online. 

In this context, it will be interesting to understand not only 

in which countries a high proportion of children has 

experienced one or more of the risk factors but also, in 

which countries is this percentage higher or lower than 

would be expected given the range of online activities of 

children in that country – and why. For example, the low 

number of children in Ireland that have experienced one 

or more of the online risks seem to come at the cost of 

their range of online activities. In Portugal, by contrast, 

low levels of risk do not appear to be at the expense of 

the range of activities. Similarly, in Estonia and Lithuania 

children enjoy a wide range of online activities but, the 

same time, they also encounter higher levels of risk. 

11.7. Keeping risks in perspective 

For a careful account of children’s risk of harm associated 

with internet use, and so as to enable proportionate policy 

initiatives and interventions, several means of keeping 

risks in perspective can be attempted. First, throughout 

this report we have kept our conclusions closely based on 

the actual questions asked to children and the percentage 

of children overall who reported particular risks, in order to 

avoid vague statements that could lead to over-

generalised conclusions. The second is to retain a focus 

on the relation, albeit difficult to investigate empirically, 

between risk (the probability of harm) and measures of 

harm itself (here, examined using measures of subjective 

harm). 

A third is to compare risk of harm associated with internet 

use by comparison with the other risks faced by children 

in their daily lives. We attempted two such comparisons in 

this report. For pornography, it was found that, overall, 

21% of children have seen sexual images in one way or 

another, and 14% have seen them on the internet. Thus 

the internet has become, just, the most common way 

children see sexual images followed by 12% on television, 

films or videos, then 7% on magazines or books and 2% 

on their mobile phone. A second comparison of offline and 

online was undertaken in relation to bullying – this found 

that overall, 19% of children have been bullied in one way 

or another. The most common form of bullying is (still) in 

person face-to-face (13%), compared with 5% on the 

internet and 3% by mobile phone calls or messages. 

A further comparison will be the focus of a future analysis, 

drawing on questions in the survey about other areas of 

children’s (offline) lives and the risks they may encounter 

there. 

Also in the coming months, EU Kids Online will compare 

the findings presented here with those of other surveys. 

This will require careful comparisons in terms of both 

question wording and sampling (especially by age). It may 

be immediately seen, however, that a number of the 

present findings are rather similar to those obtained in 

other surveys: 

 For example, in terms of peer practices, the 15% of 
European 11-16 year olds found to have received 
sexual messages on the internet matches the 15% of 
American 12-17 year olds found by Pew Internet to 
have received sexual messages on their mobile 
phone.79 
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 In terms of overall subjective harm, the 12% of 9-16 
year olds who have encountered something on the 
internet that bothered or upset them is similar to the 
British finding that 16 per cent of 8-15 year olds claim 
to have come across something ‘nasty, worrying or 
frightening’ online.80 

For some of the risks discussed in this report – exposure 

to pornography especially, and possibly the incidence of 

bullying - the findings resulting from the EU Kids Online 

survey may seem low compared to some other surveys. 

In this context, several points should be noted. 

 A random rather than convenience or self selected or 
quota sample was used. Surveys based on telephone 
interviewing miss the many households that lack a 
land line. Surveys conducted in school may not 
achieve random probability samples. We are 
confident that the present survey permitted a random 
sample of children to give careful, private answers. 

 The findings for ‘all children’ (including those 
presented by demographics) are based on the 
particular combination of 25 countries included in the 
EU Kids Online project, including some countries 
relatively new to the internet (e.g. Turkey) which may 
have dampened overall averages. 

 Children were asked to complete sensitive questions 
in a private, self-completion mode (either with the 
computer screen turned to face them alone or in a 
pen and paper questionnaire, with a sealed 
envelope). Surveys conducted at school may be 
influenced by the presence of the peer group (likely to 
increase reporting of risk/harm events). Surveys 
conducted at home may be influenced by the 
presence of parents (likely to reduce reporting) 
though informally, yet systematically, every effort was 
made to give the child privacy and keep the parent 
out of the room. 

 Surveys are often conducted with teenagers. The age 
trends in the present findings are generally strong, 
and thus the inclusion in overall findings of 9-12 year 
olds (half the sample) generally reduces the averages 
(hence the systematic presentation of findings broken 
down by age). 

 Intriguingly, one answer may be time: in recent years, 
the considerable increase in awareness raising, 
investment in and improvement of safety tools, and 
sheer familiarity with the internet among families may 
be resulting in safer use. Comparisons with surveys 
conducted earlier may thus reflect a genuine 
improvement in the context within which children 
engage with the internet. The tendency for countries 
newer to safety initiatives (e.g. in Eastern Europe) 

often to have higher findings for risk of harm to 
children supports this tentative hypothesis. 

A last means of keeping risks in perspective, as argued 

for when framing the project and illustrated in the previous 

section, is to keep in mind the vital interdependencies 

between internet use, online benefits and online risks. In 

short, our approach has recognised that, although the 

internet and online technologies afford an array of 

interlinked opportunities and risks, there is no necessary 

mapping of opportunities onto benefits or risks onto harms 

as experienced by children. Instead, what the internet 

makes available to children interacts with a range of 

individual and contextual factors to determine outcomes. 

These may be positive or negative in ways yet to be fully 

understood. 

Table 41: Online affordances for children 

 Opportunities on the 
internet 

Risks on the internet 

Negative 
outcomes for 
children 

If not realised (i.e. 
digital exclusion) 

 

Upset (subjective) 

Harm (objective) 

Positive 
outcomes for 
children 

Benefits of internet 
use 

 

Learning to cope 
(resilience) 

 

As shown in Table 41 (see left-hand column), online 

opportunities may or may not produce beneficial 

outcomes. Notably, while gaining access to online 

opportunities is wonderful for many children, increasing 

the opportunities on offer will exacerbate the problem that 

disadvantaged children will miss out. Moreover (right-

hand column), while some risks result in harm (since a 

risk can be defined as the probability of harm81), not all 

risks necessarily result in harm for all children. In relation 

to the internet, the probability that online risk results in 

harm to a child is often low. Further, under certain 

circumstances children learn to cope, becoming resilient 

precisely because of their exposure to a degree of risk. 
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ANNEX 1: EU KIDS ONLINE 

Overview 

EU Kids Online II: Enhancing Knowledge Regarding 

European Children’s Use, Risk and Safety Online is 

funded from 2009-2011 by the EC Safer Internet 

Programme.82 

The project aims to enhance knowledge of European 

children’s and parents’ experiences and practices 

regarding risky and safer use of the internet and new 

online technologies, in order to inform the promotion of a 

safer online environment for children among national and 

international stakeholders. 

Adopting an approach which is child-centred, 

comparative, critical and contextual, EU Kids Online has 

conducted a major quantitative survey of children’s 

experiences (and their parents’ perceptions) of online risk 

in 25 European countries. The findings will be 

disseminated through a series of reports and 

presentations during 2010-2. 

Objectives 

 To design a robust survey instrument appropriate for 
identifying the nature of children’s online access, use, 
risk, coping and safety awareness. 

 To design a robust survey instrument appropriate for 
identifying parental experiences, practices and 
concerns regarding their child’s internet use. 

 To administer the survey in a reliable and ethically-
sensitive manner to national samples of internet 
users aged 9-16 and their parents in Europe. 

 To analyse the results systematically to identify core 
findings and more complex patterns among findings 
on a national and comparative basis. 

 To disseminate the findings in a timely manner to a 
wide range of relevant stakeholders nationally, across 
Europe, and internationally. 

 To identify and disseminate key recommendations 
relevant to the development of safety awareness 
initiatives in Europe. 

 To identify remaining knowledge gaps and 
methodological guidance to inform future projects on 
the safer use of online technologies. 

Work packages 

WP1: Project Management and Evaluation: ensure 
effective conduct and evaluation of work packages. 

WP2: Project Design: design a robust survey instrument 
and sampling frame for children and parents. 

WP3: Data Collection: tender, select and work with the 
subcontractor appointed to conduct the fieldwork. 

WP4: Data Reporting: cross-tabulation, presentation and 
report of core findings. 

WP5: Statistical Analysis of Hypotheses: analysis and 
hypothesis testing of relations among variables. 

WP6: Cross-National Comparisons: interpretation of 
similarities and differences across countries. 

WP7: Recommendations: guide awareness and safety 
initiatives and future projects in this field. 

WP8: Dissemination of Project Results: dissemination to 
diverse stakeholders and the wider public. 

International Advisory Panel 

 María José Cantarino, Corporate Responsibility 
Manager, Telefonica, Spain. 

 Dieter Carstensen, Save the Children Denmark, 
European NGO Alliance on Child Safety Online. 

 Prof. David Finkelhor and Janis Wolak, Crimes 
against Children Research Center, University of New 
Hampshire, USA. 

 Will Gardner, CEO of Childnet International, UK. 

 Dr Ellen Helsper, Department of Media and 
Communications, London School of Economics, UK. 

 Prof Eileen Munro, Deptartment of Social Policy, 
London School of Economics, UK. 

 Annie Mullins, Global Head of Content Standards, 
Vodafone, UK. 

 Kjartan Ólafsson, University of Akureyri, Iceland. 

 Janice Richardson, project manager at European 
Schoolnet, coordinator of Insafe, Brussels, Belgium. 

 Agnieszka Wrzesie , Project Coordinator, Polish 
Safer Internet Node, Nobody’s Children Foundation, 
Poland.
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ANNEX 2: THE NETWORK 

Country National Contact Information Team Members 

Austria (AT) Ingrid Paus-Hasebrink ingrid.paus-hasebrink@sbg.ac.at 
Department of Audiovisual Communication, University of 
Salzburg, Rudolfskai 42, A-5020 Salzburg, Austria 

Ingrid Paus-Hasebrink 
Andrea Dürager 

Belgium (BE) Leen D'Haenens Leen.DHaenens@soc.kuleuven.be 
Centrum voor Mediacultuur en communicatietechnologie 
(OE), OE Centr. Mediacult.& Comm.technologie, 
Parkstraat 45 – bus 3603, 3000 Leuven, Belgium 

Leen d'Haenens 
Verónica Donoso 
Sofie Vandoninck 
Joke Bauwens 

Katia Segers  

Bulgaria (BG) Jivka Marinova gert@mbox.contact.bg 
Gender Education, Research and Technologies 
foundation, P.O.B. 963, Sofia 1000, Bulgaria 

Jivka Marinova 
Diana Boteva 

Cyprus (CY) Yiannis Laouris laouris@cnti.org.cy 
Cyprus Neuroscience & Technology Institute 
Science Unit of the Future Worlds Center 
5 Promitheos, 1065 Lefkosia, Cyprus 

Yiannis Laouris 
Tatjana Taraszow 
Elena Aristodemou 
Aysu Arsoy 

 

Czech Republic (CZ) David mahel smahel@fss.muni.cz 
Faculty of Social Studies, Masaryk University 
Jo tova 10, 602 00 Brno, Czech Republic 

David mahel 
tepán Kone n  

Luká  Blinka 

Anna ev íková 
Petra Vondrá ková 
Alena erná  

Denmark (DK) Gitte Stald stald@itu.dk 
IT University of Copenhagen, 
Ruud Langgaards Vej 7, 2300 Copenhagen, Denmark 

Gitte Stald 
 

Estonia (EE) Veronika Kalmus Veronika.Kalmus@ut.ee 
Institute of Journalism and Communication, University of 
Tartu, 18 Ülikooli St., 50090 Tartu, Estonia 

Veronika Kalmus 
Pille Pruulmann-
Vengerfeldt 
Pille Runnel 

Andra Siibak 
Kadri Ugur 
Lennart Komp  

Finland (FI) Reijo Kupiainen reijo.kupiainen@uta.fi 
Department of Journalism and Mass Communication, 
University of Tampere, 33014 Finland 

Reijo Kupiainen 
Kaarina Nikunen 
Annikka Suoninen 

Riitta Kauppinen  

France (FR) Dominique Pasquier Dominique.Pasquier@ehess.fr 
Ecole Nationale Supérieure des Télécommunications 
46 rue Barrault, 75013 Paris, France 

Dominique Pasquier 
Sylvie Octobre 
 

Elodie Kredens 
Pauline Reboul  

Germany (DE) 
(Management Group) 

Uwe Hasebrink u.hasebrink@hans-bredow-institut.de 
Hans Bredow Institute for Media Research 
Warburgstr. 8-10, D - 20354 Hamburg, Germany 

Uwe Hasebrink 
Claudia Lampert 

Greece (EL) Liza Tsaliki etsaliki@media.uoa.gr 
Department of Mass Media and Communications 
National and Kapodistrian University of Athens 
5 Stadiou Street, Athens 105 62, Greece 

Liza Tsaliki 
Despina Chronaki 
Eleni-Revekka Staiou 
Michalopoulou 

Kalpaki Kornilia 
Konstantina 

Hungary (HU) Bence Ságvári bence.sagvari@ithaka.hu 
Information Society and Network Research Center – 
ITHAKA, Perc u. 8, Budapest, 1036 Hungary 

Anna Galácz 
Bence Ságvári 
Erik Gerhradt 

Zsófia Rét  

Ireland (IE) 
(Management Group) 

Brian O’Neill brian.oneill@dit.ie 
College of Arts and Tourism, Dublin Institute of 
Technology, Rathmines Road, Dublin 6, Ireland 

Brian O’Neill 
Nóirín Hayes 
Simon Grehan 

Sharon McLaughlin 
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Italy (IT) Giovanna Mascheroni giovanna.mascheroni@unicatt.it 
OssCom, Università Cattolica del S. Cuore 
Largo Gemelli, 1, 20123 Milano, Italy 

Fausto Colombo 
Piermarco Aroldi 
Barbara Scifo 

Giovanna Mascheroni 
Maria Francesca Murru  

Lithuania (LT) Alfredas Laurinavi ius allaur@mruni.eu 
Department of Psychology, Mykolas Romeris university, 
Ateities st. 20, LT-08303 Vilnius, Lithuania 

Alfredas Laurinavi ius 
Laura Ustinavi t  
Rita ukauskiene 

Netherlands (NL) Jos de Haan j.de.haan@scp.nl 
Netherlands Institute for Social Research | SCP 
P.O. Box 16164, 2500 BD Den Haag, The Netherlands 

Jos de Haan 
Patti M. Valkenburg 
Marion Duimel 

Linda Adrichem 
Jochen Peter 
Maria Koutamanis  

Norway (NO) Elisabeth Staksrud elisabeth.staksrud@media.uio.no 
Dept. of Media and Communication, University of Oslo 
Boks 1093 Blindern, 0317 Oslo, Norway 

Elisabeth Staksrud 
Ingunn Hagen 
Jørgen Kirksæther 

Poland (PL) Lucyna Kirwil lucyna.kirwil@swps.edu.pl 
Department of Psychology 
Warsaw School of Social Sciences and Humanities 
ul. Chodakowska 19/31, 03-815 Warsaw, Poland 

Lucyna Kirwil 
Aldona Zdrodowska 
 

Portugal (PT) 
(Management Group) 

Cristina Ponte cristina.ponte@fcsh.unl.pt 
Departamento de Ciências da Comunicação 
Faculdade de Ciências Sociais e Humanas, 
Universidade Nova de Lisboa (UNL) 
Av. de Berna, 26-C, 1069-061 Lisboa, Portugal 

Cristina Ponte 
José Alberto Simões 
Daniel Cardoso 
Ana Jorge 

Romania (RO) Monica Barbovschi moni.barbovski@gmail.com 
Babes-Bolyai University, Faculty of Sociology and Social 
Work, 21 Decembrie 1989 st. no.128-130, Cluj-Napoca, 
Romania 

Monica Barbovschi 
Maria Diaconescu 
Eva Laszlo 
 

George Roman 
Valentina Marinescu 
Anca Velicu 

Slovenia (SL) 
(Management Group) 

Bojana Lobe bojana.lobe@fdv.uni-lj.si 
Centre for Methodology and Informatics 
Faculty of Social Sciences, University of Ljubljana 
Kardeljeva pl. 5, Ljubljana, Slovenia 

Bojana Lobe 
Sandra Muha 

Spain (ES) Maialen Garmendia maialen.garmendia@ehu.es 
Depto. de Sociología, Universidad del País vasco, 
Apartado 644, 48.080 Bilbao, Spain 

Carmelo Garitaonandia 
Maialen Garmendia 
 

Gemma Martínez 
Fernández 
Miguel Angel Casado 

Sweden (SE) Cecilia von Feilitzen cecilia.von.feilitzen@sh.se 
The International Clearinghouse on Children, 
Youth and Media, Nordicom, Goteborg University, 
Box 713, 405 30 Goteborg, Sweden 

Cecilia von Feilitzen 
Elza Dunkels 
Olle Findahl 

Turkey (TR) Kursat Cagiltay kursat@metu.edu.tr 
Department of Computer Education and Instructional 
Technology, Faculty of Education, Middle East 
Technical University, 06531, Ankara, Turkey 

Kursat Cagiltay 
Engin Kursun 
Duygu Nazire Kasikci 

Christine Ogan 
Turkan Karakus 

United Kingdom (UK) 
(Coordinator, 
Management Group) 

Leslie Haddon leshaddon@aol.com 
Department of Media and Communications 
London School of Economics and Political Science 
Houghton Street, London WC2A 2AE, UK 

Sonia Livingstone 
Leslie Haddon 
Anke Görzig 
Ranjana Das 
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ANNEX 3: SURVEY DETAILS 

Sampling 

 For each country, samples were stratified by region and 

level of urbanisation. 

 Sampling points were selected from official and complete 

registers of geographical/administrative units.  

 Addresses were selected randomly by using Random Walk 

procedures in most countries. In a few countries we used an 

alternative approach to recruitment which fitted better with 

local standard practice, keeping to the principle of random 

selection. 

 At each address which agreed to interview we randomly 

selected one child from all eligible children in the household 

(i.e. all those aged 9-16 who use the internet) on the basis 

of whichever eligible child had the most recent birthday. If a 

household contained more than one parent/carer, we 

selected the one who knew most about the child and their 

internet use.  

Fieldwork 

Fieldwork was carried out between April and August 2010. A 

parent interview was conducted for every child interviewed. 

The child interview was conducted face to face, with a self-

completion component for the sensitive questions on online risks 

as well as the interviewer-administered one. Incentives were 

used to encourage participation in some countries. 

The questionnaires were developed by EU Kids Online with 

guidance from Ipsos MORI. They were tested and refined by a 

two-phase process of cognitive interviewing and pilot testing. 

 Phase one cognitive testing involved 20 cognitive interviews 

(14 with children and six with parents) in England using 

English language questionnaire. Several refinements were 

then made to the questionnaires. 

 The amended master questionnaires were then translated 

and cognitively tested via four interviews in each of 16 other 

countries, to ensure testing in all main languages. A small 

number of parent interviews were also conducted in some 

cases. Again, amendments to the questionnaires were 

made for the final versions. 

 Before the main fieldwork, a pilot survey was conducted to 

test all aspects of the survey including sampling, recruitment 

and the interview process. A total of 102 pilot interviews 

were carried out across five countries: Germany, Slovenia, 

Ireland, Portugal and the UK. 

Data processing 

 The questionnaires, with all response options and full 

interviewer instructions, are online at www.eukidsonline.net. 

 Weighting: three forms of weighting have been applied to 

the data – (i) design weights which adjust for unequal 

probabilities of selection; (ii) non-response weights which 

correct for bias caused by differing levels of response 

across different groups of the population; (iii) a European 

level weight which adjusts for country level contribution to 

the overall results according to population size. As there are 

no available data on the population of children aged 9-16 

who use the internet by country, these percentages were 

estimated using data from Eurobarometer and Eurostat. 

 Socio-economic status (SES): information relating to the 

head of household’s (designated as the chief income 

earner) level of education and occupation was collected 

during the screening process. Responses to level of 

education and employment were then grouped and cross-

referenced with each other to calculate one of three levels of 

SES: low, middle and high. Note that, as is often the case 

with European research, a uniform approach was taken to 

the calculation of SES across all 25 countries; thus SES is 

not relative to the differences between the socio-

demographic make up of each country. 

Accuracy of the findings 

To judge the accuracy of numbers in studies like the one carried 

out in the EU Kids Online project it is first necessary to 

distinguish between two types of error: random error and 

systematic error (or bias). All numbers presented in this report 

are to some extent affected by these and are thus essentially 

estimates of some true (but unknown) values. 

Systematic error (or bias) occurs when the estimates provided in 

the study are systematically higher or lower than the true value. 

This can for example be the result of sampling procedures or 

measurements (e.g. question wording). The EU Kids Online 

survey has been carefully designed to avoid such error. The 

cognitive testing of the survey instruments is an example of 

efforts taken to minimise systematic bias. 
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Random error is the result of the fact that not all children in all of 

the 25 countries have been interviewed. The results obtained 

from the samples of approximately one thousand children in each 

country will invariably depart slightly from the findings that would 

have been obtained had it been possible to interview all children 

in these countries. In most cases this difference is small and gets 

smaller the more children there are in the sample. At the same 

time however, the smaller the group that is being analysed, the 

greater the random error. Another property of the random error is 

that very small (or very large) percentages (such as when a small 

number of children has experienced a particular risk) are more 

accurate than percentages that are closer to 50%. 

Figure 69shows how the random error behaves for three typical 

kind of groups in the EU Kids Online study.  The lowest line 

shows approximately how the margin of error varies for estimates 

based on the whole data set (all children in all countries).  The 

middle line shows how the margin of error varies for estimates 

based on data from all children in a single country.  The top line 

shows how the margin of error varies for analysis based on small 

groups (for example just children that have experienced a certain 

kind of risk and been bothered). 

Figure 70: Estimated margin of error for analysis 

based on groups of different size in the EU Kids 

Online study 

 

To give an example of how this works it is possible to look at the 

number of children who have seen sexual images on any 

websites which is estimated at 14% in the report. This estimate is 

based on answers from over 23 thousand respondents and thus 

has a very small margin of error (only around ± 0.4 percentage 

points). In Turkey approximately the same number of children 

(13%) say that they have seen sexual images on any websites 

but as this estimate is based on answers from about one 

thousand respondents in Turkey the margin of error becomes 

larger (around ± 2.4 percentage points). The margin of error is 

then lower for Germany (5% ± 1.6 percentage points) but higher 

for Estonia (30% ± 3.4 percentage points) where the same 

number of respondents has participated in the survey in each 

country but where the lower figure (5%) has a lower margin of 

error than the higher figure (30%). 

These examples show that that when working with the overall 

findings from all children in all countries or for all children within 

each country the random error is in most cases very small. For 

analysis of some parts of the dataset, however, the groups that 

are being examined can get quite small. For the findings that are 

presented in the report due care has been taken not to exceed 

the analytical possibilities of the data but readers of the report 

should also take care not to over generalise from any findings 

based on small subsets of the data. This applies for example 

about those children that have experienced particular risk factors 

(such as the 14% who have seen sexual images on any 

websites) and then go on and answer questions about that 

experience. 

 

Research materials 

Materials and resources associated with the research process 

summarised above are available at www.eukidsonline.net. 

 Full Technical Report on the fieldwork process 

 Original questionnaires (for children, for parents) 

 Letters to parents and safety leaflets for children 

 Research ethics procedures 

These are freely available to interested researchers and research 

users, provided the following credit is included: 

This [article/chapter/report/presentation/project] draws on 

the work of the ‘EU Kids Online’ network funded by the EC 

(DG Information Society) Safer Internet plus Programme 

(project code SIP-KEP-321803); see www.eukidsonline.net.  

If outputs result from the use of these resources, we request that 

an email is sent to inform us of this use, to 

Eukidsonline@lse.ac.uk. |When the final version of this report is 

published in November, the cross-tabulations will also be posted 

on the website. The dataset itself will be made public in late 

2011. 
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Details of main fieldwork, by country 

Country 
Children in 

population 

9-16 years
83

 

Estimated 

children 

online
84

 

Number of 

interviews 

Interview 

methodology 
Method of address 

selection 

Fieldwork 

dates 2010 

Austria (AT) 739,722 86% 1,000 PAPI Random Walk 24 April – 25 July 

Belgium (BE) 974,461 78% 1,006 PAPI Random Walk 6 May – 14 July 

Bulgaria (BG) 554,032 92% 1,088 PAPI Random Walk 6 May – 24 June 

Cyprus (CY)  82,059 68% 53285 PAPI Random Walk 17 May – TBC 

Czech 
Republic (CZ) 

809,443 90% 1,009 PAPI Pre-selected households - 

telephone recruitment 
21 May – 2 July 

Denmark (DE) 558,236 97% 1,023 CAPI Pre-selected households - 

telephone recruitment 
30 April – 14 June 

Estonia (EE) 105,460 96% 1,005 CAPI Random Walk 10 May – 14 July 

Finland (FI) 501,387 98% 1,017 CAPI Random Walk 28 April – 2 July 

France (FR) 6,005,850 87% 1,000 PAPI Random Walk 6 May – 3 July 

Germany (DE) 6,419,300 86% 1,023 CAPI Random Walk 20 May – 7 July 

Greece (EL) 862,481 59% 1,000 PAPI Random Walk 10 May – 2 July 

Hungary (HU) 854,406 93% 1,000 PAPI Pre-selected households with 

children aged 9-16 
10 May – 15 June 

Italy (IT) 4,516,646 55% 1,021 CAPI Random Walk 28 April – 3 July 

Ireland (IE) 458,260 93% 93786 CAPI Random Walk 5 May – 24 July 

Lithuania (LT) 320,821 96% 1,004 PAPI Random Walk 23 April – 6 July 

Netherlands 
(NL) 

1,582,903 96% 1,004 PAPI Pre-selected households - 

telephone recruitment 
3 May – 5 August 

Norway (NO) 503,160 98% 3233 CAPI Pre-selected households - 

telephone recruitment 
21 May – TBC 

Poland (PL) 3,490,271 97% 1,034 PAPI Pre-selected households 6 May – 26 July 

Portugal (PT) 871,444 78% 1,000 PAPI Random Walk 29 April – 30 July 

Romania (RO) 1,821,471 78% 1,041 PAPI Random Walk 16 May – 25 June 

Slovenia (SI) 154,063 95% 6503 CAPI Random Walk and Pre-selected 

households with children aged 
3 May – TBC 

Spain (ES) 3,401,338 80% 1,024 CAPI Random Walk 10 May – 15 July 

Sweden (SE) 861,183 98% 6513 CAPI Pre-selected households with 

children 9-16 - telephone 
27 May – TBC 

Turkey (TR) 10,297,791 89% 1,018 CAPI Random Walk 3 May – 17 June 

United 
Kingdom (UK) 

5,861,598 96% 1,032 PAPI Random Walk 1 May – 21 June 
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